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COVID-19/Coronavirus phishing attacks are on the rise due to the current world-wide situation

A Phishing attack is when a person who sent you the mail, identifies his name as someone known or a known company (Amazon) but, the associated
email address is false (reladacusuport462@technologysts.com). The Millicom email platform uses technology to help identify and filter such attacks. If you
see a banner such as this one at the top of your email, USE CAUTION, as this may be a phish.

CAUTION: Do not proceed unless you know the sender
tiGo.
&

@ iennifer.rozon@ir. ..com. | PRECAUCION: No proceda a
menos que conozca al remitente jennifer.rozon@. 1L.com.

OTHER RECOMMENDATIONS

Check the email address for spelling errors and suspicious characters

Be on alert if the tone of an email from a colleague, friend, or relative seems inappropriate or just doesn't "sound like" them

Do not trust email that indicate that you only can manage the topic by email. In general, any email that you were not explicitly expecting to receive
should be looked at carefully on alert if the tone of an email from a colleague, friend, or relative seems inappropriate or just doesn't "sound like" them
They usually have misspellings.

Do not trust email that indicate that you only can manage the topic by email. In general, any email that you were not explicitly expecting to receive
should be looked at carefully.

Read more about PHISHING in our blog... Information Security Community

Justice Department Files Its First Enforcement Action Against COVID-19 Fraud

“Federal Court Issues Temporary Restraining Order Against Website Offering
Fraudulent Coronavirus Vaccine.

The Department of Justice announced today that it has taken its first action in
federal court to combat fraud related to the coronavirus (COVID-19) pandemic.
The enforcement action filed today in Austin against operators of a fraudulent
website follows Attorney General William Barr’s recent direction for the
department to prioritize the detection, investigation, and prosecution of illegal
conduct related to the pandemic” ...

- March 22, 2020

Read more... Justice Department

Paris Hospitals Target of Failed Cyber-Attack

“The Paris hospital authority, AP-HP, was the target of a cyber-attack on March
22, according to France’s cybersecurity agency.

The attack sought to disable hospital service in the French capital by overwhelming
its computers, the ANSSI said”...

- March 23, 2020

Read more... Bloomberg



https://www.justice.gov/opa/pr/justice-department-files-its-first-enforcement-action-against-covid-19-fraud
https://millicom.sharepoint.com/sites/ep/GISO/Blog/Lists/Posts/Post.aspx?ID=3
https://www.bloomberg.com/news/articles/2020-03-23/paris-hospitals-target-of-failed-cyber-attack-authority-says

